
Sophos Protection Suite  
Essential threat protection, all from one vendor

 Ì Combines endpoint, email, web 
and data protection—all in one 
license—to give you the best 
threat protection across all points 
and platforms

 Ì Layered data protection with 
full-disk, device and content 
control at the gateway. Need 
content control on your endpoints 
too? It's available in our Sophos 
Protection Suite—Advanced

 Ì Uses the same engine across all 
platforms and points including 
desktops, laptops and Exchange 
servers, as well as the email and 
web gateways

 Ì Provides easy switching and 
deployment tools, active threat 
and data protection intelligence, 
real-time dashboards, intuitive 
management consoles,  
role-based administration and 
wizard-driven policy tools 

 Ì Delivers global and fully-
integrated threat analysis, 
covering the complete range of 
evolving threats—web, spam, 
malware, viruses and more

 Ì Includes 24/7 certified expert 
support, one-on-one assistance, 
anti-malware updates and 
product upgrades
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Sophos Protection Suite gives you the antivirus and endpoint 
threat protection you need—plus the device control, encryption, 
web and email gateway security you want. 

This bundle gives you the essentials to control what's coming  
in to your network, reduce your vulnerabilities, stop threats and 
protect your data.

Endpoint: Block threats, 
not productivity 
We make it easy for you to keep your users safe 
without getting in the way of their work. 

Detects and removes viruses, spyware, rootkits, Trojans, 
adware and potentially unwanted applications (PUAs).
Independent testers say it’s the most effective threat 
detection of any major vendor.

Minimizes the impact on computer performance with our 
single scanning engine that independent tests rate as the 
fastest of any major security vendor—now even faster in 
Endpoint 10.

Protects your Windows, Mac and Linux systems from one 
management console.

Stops new threats with live checks for malware and 
malicious websites against our reputation database.

Provides device control so you can easily set rules for 
using removable storage devices.

Centrally deploys small and frequent updates—now up to 
41% faster than our last major upgrade—without affecting 
network bandwidth and system performance.

Ideal for ...
Sophos Protection Suite is ideal 
for organizations requiring 
essential threat protection with 
a few locations and 500 users or 
less. Need application control, 
data control,Web Filtering in 
Endpoint, Patch Assessment 
and NAC? Do you have more 
than 500 users or require more 
management flexibility? Get  
the protection you need—compare 
our Endpoint products and 
solutions.

Protect Windows, Mac and Linux computers  
from our Endpoint Protection console.
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Email: Complete security and 
data protection 
Stopping unwanted and malicious email 
from getting into your inbox while preventing 
confidential information from leaking out is 
simple. We provide end-to-end security across 
the entire email infrastructure, with hands-off 
and easy-to-use software. 

Our software stops inbound threats, including spam, 
phishing attacks, spyware and malware, quickly  
and effectively.

Configurable policies give you the control you need to 
enforce acceptable email use. Know you're in compliance 
with legal and regulatory requirements.

Web: Complete web security and 
control at the gateway 
Our secure web gateway solution provides 
integrated protection against malware and 
unwanted web content. It's built to deliver 
robust security with unrivalled simplicity and 
control. Stay ahead of the rapid evolution of 
threats—our web security provides complete 
protection enabling risk-free internet 
productivity.

We designed our antivirus engine to stop the most 
sophisticated threats, protecting your users from malware, 
spyware, fake antivirus, viruses and phishing.

Guard against malicious and hijacked trusted sites with our 
reputation database and filtering.

You keep your employees productive and out of trouble 
with internet use policies that are quick to enforce.

Keep users protected by blocking anonymizing proxies and 
scanning encrypted HTTPS traffic.

Stay compliant with our built-in file control and data 
loss prevention.

Encryption: Proven and certified
Our encryption protects data on the hard drives 
of both PCs and Macs. Encrypt files saved to 
your removable storage devices and attached  
to your emails. Best of all, this solution is  
easy to implement and helps you quickly meet 
your compliance needs while keeping your 
budget intact.

Protect your data with full-disk encryption technology.

Automatically supports Opal self-encrypting drives, and 
applies our award winning software encryption to all of your 
other computers.

Our encryption protects the entire hard disk including the 
operating system files, hibernation and temp files.

We generate keys from the password, reducing the risk of 
storing enciphering keys on disk.

Quickly and easily implement your data security policy with 
the easy-to-use configuration wizard.

Install directly to individual computers or automatically to 
all computers across your network.

The simplified management and rich reporting of 
our Web Security and Control give you control and 
visibility of user’s activity on the web.
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Try it now for free
Register for a free 30-day evaluation 
at sophos.com.

All in one license

One license includes essential threat and data protection 
across all platforms at the endpoint, email and web 
gateways. Plus 24/7 support and free updates. Your Sophos 
Protection Suite license includes:

Endpoint Protection—Basic

 Ì Complete threat protection with antivirus, HIPS and 
integrated firewall  

 Ì Cloud-based protection for checking suspicious files  
and URLs 

 Ì Controls the use of removable storages devices 

Sophos Email Security and Control 

 Ì We've got you covered against spam, malware and  
data loss 

 Ì Configurable policies help you control email use and 
ensure compliance 

Sophos Web Security and Control 

 Ì Manage everything with a simple, web-based  
management console 

 Ì Block all current threats, like malware, spyware,  
adware and phishing 

 Ì Get a handle on anonymizing proxies and filter  
encrypted traffic  

SafeGuard Disk Encryption and Private Crypto 

 Ì Protect your data with our proven full-disk  
encryption technology 

 Ì Encrypt emails and attachments, protect USB files 

 Ì Control any connected USB drives, MP3 players and 
Bluetooth devices 

Sophos PureMessage for Exchange

 Ì Antivirus and anti-spam protection for your Microsoft 
Exchange servers

Languages Supported 

English, French, German, Italian, Japanese, Spanish, 
Simplified and Traditional Chinese. However, not all language 
support is available on all components and platforms.

Get the protection you need—compare our Endpoint 
products and solutions.
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